Framework for the U.S.-India Cyber Relationship

1. Shared Principles

Cooperation on cyber issues is a key component of the bilateral relationship
between India and the United States. The two countries have created a wide-
ranging  strategic  partnership  that reflects their shared values,
democratic traditions, national security and economic interests, and common
vision and principles for cyberspace. Consistent with their respective
domestic laws and international obligations, shared principles for the U.S-
India cyber relationship include:

e A commitment to an open, interoperable, secure, and reliable cyberspace

environment;

A commitment to promote the Internet as an engine for innovation,

economic growth, and trade and commerce;
A commitment to promote the free flow of information;

A commitment to promote cooperation between and among the private

~sector and government authorities on cybercrime and cybersecurity;

A recognition of the importance of bilateral and international

cooperation for combating cyber threats and promoting cybersecurity;
A commitment to respect cultural and linguistic diversity;

A commitment to promote international security and stability in
cyberspace through a framework that recognizes the applicability of
international law, in particular the UN Charter, to state conduct in
cyberspace, and the promotion of voluntary norms of responsible state

behavior in cyberspace during peacetime;

A commitment to the multistakeholder model of Internet governance

that is transparent and accountable to its stakeholders, including




governments, civil society and the private sector, and promotes
cooperation among them;

\

A recognition of the leading role for governments in cybersecurity

matters relating to national security;

A recognition of the importance of and ‘a shared commitment to
cooperate in | capacity building @ in cybersecurity and cybersecurity

research and development;

A commitment to promote closer cooperation among law enforcement

agencies to combat cybercrime between the two countries;

A commitment to promote, protect, and respect human rights and fundamental

freedoms online;

A desire to cooperate in strengthening the security and resilience of critical

information infrastructure;

A commitment to support the development and use of international standards

and best practices for technology products and services.

In light of these shared principles, India and the United States recognize the
value of establishing an institutional framework for their broad-based

cooperation on cyber issues.

. Main Areas of Cooperation
India and the United States seek to cooperate in the following main areas:

Identifying, coordinating, sharing, and implementing cybersecurity best
practices;

Sharing information on a real time or near real time basis, when practical and

consistent with existing bilateral arrangements, about malicious




cybersecurity threats, attacks and activities, and establishing appropriate

mechanisms to improve such information sharing;

(3) Developing joint mechanisms fbr practical cooperation to mitigate cyber threats
to the security of ICT infrastructure and information contained therein
consistent with their respective obligations under domestic and international

law;

(4) Promoting cooperation in the fields of cybersecurity-related research and
development, cybersecurity standards and security testing, including
accreditation process, and cybersecurity product development, including

further consultations on such issues:

(5) Elaborating and implementing practical measures that contribute to the security

~of ICT infrastructure on a voluntary and mutual basis;

(6) Continuing to promote cooperation between law enforcement agencies to
combat cybercrime including through training workshops, enhancing dialogue

and processes and procedures, and setting up consultations as needed:

(7) Improving the capacity of law enforcement agencies through joint training
programs, including equipping them to draft appropriate requests for electronic
evidence in accordance with the respective laws and regulations of the United

States and India;

(8) Undertaking skill development and capacity building programs jointly in the
fields of cybersecurity, efforts to combat cybercrime, digital forensics, and legal

frameworks;

(9) Promoting the applicability of international law to state conduct in cyberspace
and further exploring how it applies to state conduct in cyberspace;

L (10) Promoting voluntary norms of responsible state behavior in peacetimé,
including the norms identified by the UN Group of Governmental Experts in the







