Government of India
Ministry of External Affairs
External Publicity & Public Diplomacy Division

Shastri Bhawan, New Delhi-110001

Tender No. Q/XMM/302/01/2024

Date: 30 July 2025

GeM Bid No. GeM/2025/B/6434709

Response to queries received in respect of RFP for redesign, development, hosting,
maintenance, and migration of the official Website and Mobile App of the Ministry of External

Affairs.
Clause No. Clause Query/clarification Response
sought
On Hosting The_ tender requires Please suggest the Current Source Code /
Infrastructure MeitY-empanelled cloud | current infrastructure File size: Approx 200 GB
Sizing hosting. sizing that is being used (DB size: Approx

in terms of number of
cores and quantity of
each server.

This will help in doing the
correct sizing for the
revamped website.

50GB(2dbs))

Current Infrastructure size:
1 DB Server, 1 CMS
Server, 3 Web Servers
(Behind LB)

Current Average Monthly
Traffic is approx 5 lakh.
Current Common
Configuration for each
Virtual Machine: 16 Core
CPU, 64GB RAM, 500GB
Storage

Please note that these
figures are only for
reference. Infrastructure
requirements may
increase.

B.5, Point 5 Page
9

Conduct regular security
audits and vulnerability
assessments of the
website and
procurement of digital
and other security
certificates (eg. SSL,
website quality certificate
(STQC), etc.) as and
when required. The
security audit of the
website must be
conducted every year as
per the guidelines of
GOI/Meity/NIC/CERT-in,
and the vendor will share
the security certificate

What is the expected
number and frequency of
security audits during the
contract period? This
includes CertIN and
STQC.

Kindly refer to the
Corrigendum issued in
respect of Tender No.
Q/XMM/302/01/2024 and
Bid No.
GEM/2025/B/6434709




and audit report with the
Ministry contact point

Annexure 2 11. Copy of proof of | Please confirm whether | Please send all supporting
(Required qualification/additional only CVs need to be | documents.
Documents) skills in respect of the | submitted or educational
team proposed to be | documents as well.
employed by the
Agency
General — Only EMD hardcopy Please confirm that only The EMD in hard copy is
Document submission is EMD is required in hard required to be submitted,
Submission mentioned. copy, and all other while all other documents
documents, including should be uploaded along
technical, ﬁnanCial, and with the bid. Addltlona”y,
certificates, are to be you are requested o
upload a soft copy of the
uploaded on the GeM EMD along with the bid
portal. documents.
B.4.1 Website Deployment of an - All this 4 resources are | The onsite team is
Maintenance, on-site team of at least | required during AMC required during the AMC
Page No. 6 4 dedicated personnel period only or full stage. All four tech staff

at a time, including an
in-house developer (the
members will be
stationed in the
Ministry's office space)
on a 24*7 basis.

contract period, please
clarify

- Members will be
stationed in MEA office
during night hours as well
for support?

need to be available on
24*7 basis. The location of
on-site personnel during
night hours may be
decided as per mutual
understanding.

10.4 Technical

Experience in software

As per the provisions in

MSEs are exempted from

Evaluation, projects the GeM document, it turnover and experience
Page No. 17 (The agency must have | appears that MSMEs are | related requirements as
experience in the exempted from the per MSE Procurement
development and experience requirement. | Policy of Government of
maintenance of at least | Request you to kindly India, including in
5 software projects confirm for technical technical evaluation stage.
(websites/web evaluation stage.
portals/web
applications) valued at
%1 crore or more over
the last five financial
years (FY 2020-21 to
FY 2024-25) for
government
departments in India.
Manpower work orders
will not be
considered; only
project-mode work
orders are eligible for
evaluation.)
ANNEXURE 2. |The agency must Can we submit Delhi Kindly submit all
BID maintain an operational | office lease agreement supporting documents.
SUBMISSION office with an in-house copy as a legal proof?
AND REQUIRED |development team in Request you to kindly
DOCUMENTS,  |Delhi NCR. Undertaking | SOnfirm.




Page No. 28

and Delhi NCR office
legal proof (e.g., GST
certificate)

1. Broad Scope
of Work

6. Hosting

Are there any specific
number of
non-Production
environments (like UAT,
Staging, etc) required to
be provisioned or the
bidders are free to
propose as per their
understanding?

A staging server is
recommended for a safe
and realistic development
and testing environment
before deploying system
to a live production. All
developments are to be
carried on staging server
and functional
requirements are to be
validated with
stakeholders time to time
during development
phase. Finally a formal
UAT is to be carried
against desired
functionalities and you
need to obtain a formal
sign-off involving all
stakeholders before
production deployment.

B. Detailed
Scope of Work

B.1. Website Revamp
B.2. Content
Management System
(CMS)

As per similar projects in
other Gol Website
initiatives, since security
and support if paramount,
we suggest to include
that only Enterprise/
Licensed versions of
CMS are allowed by the
bidders and freeware/
community versions will
not be considered.
Justification:

1.) Usually freeware/
community versions of
the CMS tend to have
security issues/
unchecked code and
bugs that are never
supported by respective
OEMs. Even if the
implementation is
top-notch, if the
underlying product itself
is buggy, the entire
website will be exposed
to security vulnerabilities
that can be easily
exploited and will never
be supported by the
OEMs.

2.) Enterprise grade CMS
tend to include features
related to Al, ML, LCNC,

The website shall be
developed using a robust,
secure, and scalable
Content Management
System (CMS) that
complies with applicable
national cybersecurity
standards and data
protection regulations,
including guidelines from
CERT-In and MeitY. The
CMS may be based on
open source technologies
with community-supported
or enterprise-grade
editions, based on
suitability, performance,
and support requirements.
Regardless of the type,
the CMS must support
critical security features
such as role-based access
control, audit trails, secure
authentication
mechanisms, and regular
patching. Importantly, the
responsibility for CMS
security, configuration,
updates, and vulnerability
management lies with the
selected vendor, ensuring
the system remains
secure and compliant




etc as per the leading
technical advancements.
Usually these features
are enterprise exclusive
and are not available in
free versions.

3.) NO support is
available for security
updated, upgrades or
patches in case of free
versions of the platform.

throughout its lifecycle.

B. Detailed
Scope of Work

B.1. Website Revamp
B.2. Content
Management System
(CMS)

As per industry best
practices, usually the
CMS should also have
Digital Asset
Management capabilities
so that all the digital
assets on the websites
like images, videos,
documents, etc can
easily be managed in a
document repository with
folder categorization and
versioning.

In this context, bidders are
encouraged to adopt the
most suitable and
advanced technologies to
deliver a system that is
secure, user-friendly, and
high-performing.
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9

What is the expected
number and frequency of
security audits during the
contract period? This
includes CertIN and
STQC.

Kindly refer to
Corrigendum issued in
respect of Tender No.
Q/XMM/302/01/2024 and
Bid No.
GEM/2025/B/6434709

On Technology
Stack Constraints

The tender specifies the
use of open-source
technologies such as
PHP/Java frameworks.

Does the Ministry have a
preference between
these stacks, or any
existing architectural
standards or integration
protocols that should be
followed to ensure
seamless compatibility

Bidders may use an
open-source technology of
their choice; however, they
must ensure a smooth and
seamless migration from
the existing system to the
new one, along with a
comprehensive sanity

with MEA's IT check to validate data
ecosystem? integrity and system
functionality.
On STQC Can the STQC STQC (Standardization
Certification certification process be Testing and Quality
Timeline scheduled within two Certification) certification

months after the go-live
phase, or must it be
completed prior to
launch?

needs to be completed
before going live to ensure
the system meets the
required quality, security,
and compliance standards
prior to deployment. This
helps identify and address
any critical issues early,
minimizing risks to the live




environment. Additionally,
the bidder must ensure
that the live environment
is an exact replica of the
STQC-tested
environment, as the
Ministry reserves the right
to conduct random audits
on the live system to verify
compliance with the STQC
certification already
carried out.

* %k % % %




